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IdPs that do not release ePPN

 Due to data protection and privacy issues, some IdP 
maintainers decide to only release a pseudonymous ID 
that is

● cryptic
● unique for that particular user and SP combination
● e.g. eduPersonTargetedID (ePTID) or persistentID

 We have a solution where user self-asserts any attribute at 
the DARIAH registration SP

 Use a mapping table 
● SP1' ID1 maps to Registration SP IDX
● SP2' ID2 maps to Registration SP IDX as well
● When SP2 sends an Attribute Query for ID2, IdP maps 

ID2 to IDX, where all user attributes can be found
 This is work in progress!
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IdPs that do not release ePPN
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Web Services

 Adoption of ECP both in SPs and clients low
 Consideration of OAuth2

 Simpler implementation for clients, pure HTTP(S) and 
JSON

 Authorization Server could be shared for multiple 
resource servers → presumably less implementation 
effort on the resource side

 Allows for 1-tier delegation
 SAML IdPs can be connected via SAML Bearer Token
 Access and Refresh Token instead of login/password
 Natively uses OpenID Connect for AuthN (and other 

mechanisms possible, instead of SAML, if needed)
 OAuth2 standard pushed by the industry, so probably 

better bet in the future?
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Web Services and Delegation: OAuth2

 New IETF Standard OAuth2 provides both for 
● delegation (1-Hop, not N-Tier) and 
● simple RESTful clients API (compared to ECP)

 OAuth2 is an Authorization Protocol, and leaves the 
Authentication method open

 Token-based mechanism:
● one-time authorization code
● access token
● refresh token

 Can be integrated in a SAML federation using the OAuth2 
SAML Bearer Profile

 Simply by protecting the OAuth2 Authorization Server's 
/authorize endpoint by a SAML SP within the federation
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OAuth2 AuthZ Code Flow with SAML 


